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Prerequisites

GitHub Desktop: Downloading + Setting up your account
Download Github Desktop and set up your account.

Overview Release Note

GitHub Desktop

Focus on what matters instead of fighting with Git. Whether you're new to Git or a seasoned user,
GitHub Desktop simplifies your development workflow.

Download for macOS

Feeling brave? Apple silicon? Windows?

Try new features in the &8 Beta Download for an | 5 Download for
Channel before they're released. See the about Apple vs
Intel chips.

By downloading, you agree to the Of




Github Desktop: Creating a Github Branch and working from it

1. Click the green ‘<> Code’ button and select ‘Open with Github Desktop’

= O 2 | Box.com_eD ion_23-24 & Q Type (/) to search > +- O N

<> Code (© lssues 9 19 Pullrequests () Actions [ Projects 4 (@ Security |~ Insights

1 Box.com_eDefenderIntegration_23-24  rrivate ©Watch 1 ~ % Fork 0~ ¢ Star 0

# main +  § 2branches ©O0tags Go to file Add file ~ About

No description, website, or topics

= Local Codespaces
| donovanhat Merge branch 'main’ of https://github.com/branden12/Bo provided.
G Clone ®
W skills-kit-library Add files via upload [0 Readme
i Ar Activity
3 .gitignore Merge branch 'main’ of https: HTTPS  SSH  GitHub CLI
— % Ostars
[ README.md Update README.md ( nttps://github. con/brandeniz/Box.con_evef | @ | & 1 atching
[J diagram.png Uploading project files Use Git or checkout with SVN using the web URL. % 0forks
ail.js Uploadi ject fil
O email ploading project fiies ¥ Open with GitHub Desktop
[ handlerjs Uploading project files Releases
[ indexjs Uploading project files [ Download ZIP No releases published
Create a new release
[ packaae-lock.ison Uploadina proiect files

2. Open Github Desktop from the pop-up

ook B8 Hulu ﬁ

Tut Hub
Open GitHub Desktop? ¥ TutorasHub MY

m_eDefenderlnte https://github.com wants to open this application. >
[0 Always allow github.com to open links of this type in the associated app

Pull requests

. Cancel Open GitHub Desktop
rintegration_ I~ Y Fork

3. Configure where you want the local path to be

Clone a Repository

GitHub.com GitHub Enterprise

Repository URL or GitHub username and repository
(hubot/cool-repo )

[ i 2/Box.com_eD ion_23-24

Local Path

[" o i i i ode/B rnmieDefem] [ Choose... ]

Cancel Clone



4. When it opens you should see the correct Repository name and the current branch you are in

g Currer gs Current Branct
Box.c derintegration_23-24 main

Changes History

0 changed files
No local changes

There are no uncommitted changes in this repository. Here are some friendly
suggestions for what to do next.

Open the repository in your external editor

Select your editor in Preferences Open in Visual Studio Code

Repository menu or % © A

View the files of your repository in Finder e
Repository menu or % & F

Open the repository page on GitHub in your browser - .
View on GitHub
Repository menu or % © G

‘ [Summary (required) ]

Description

A+

Commit to main

5. If needed, click on ‘Current Branch’ and move to the branch you’re meant to be on

gs Current Branch ~ Fetch origin
mai

=] Box.com_eDefenderintegration_23-24 Last fetched 27 minutes ago

Branches Pull Requests

[Fmer ) [ New Branch ]

Default Branch
Vv main 12 hours ago
Recent Branches

¥ Code-Team 31 minutes ago
Other Branches

¥ originfflorian-code 31 minutes ago
¥ originfjackie-code 31 minutes ago

¥ originfjustin-code 31 minutes ago

= Choose a branch to merge into main

5. You’re done! Now you can open wherever your recently saved local files are and it should
automatically make changes here when you edit your files in VSCode!
o

e Current Repository
Box.com_eDefenderintegration_23-24

P Current Branch Fetch origin
jackie-code Last fetched 27 minutes ago

-

Changes History




(OGithub Desktop: Origin, Committing, Pushing
If you’ve never worked with Github Desktop before, these are the most important things to know

1. ‘Fetch Origin’ - updates any changes made to the branch you’re currently on (if any are
available)

2. ‘Commit’ - sort of works like saving your file, these changes are not yet reflected on the
Github branch you’re working on

3. ‘Push’ - assures that the changes you make reflect upon the code up on Github



VSCODE: Configuring VSCode
1. Open the files on VSCode (wherever you just stored them)

2. Open a terminal and make sure you’re in the correct workspace (‘cd’ if you have to)
3. Run ‘npm install’

PROBLEMS  OUTPUT  DEBUG CONSOLE  TERMINAL D]zsh +~ [M M

kiki@moony box.com_eDefender_integration-main % npm installl]

added 1232 packages, and audited 1233 packages in 1m

82 packages are looking for funding
run “npm fund® for details




VSCODE: Installing NodeJS (in the case that you don’t have it installed)
Check if node is installed with the command ‘Node --version’

1. https://nodejs.org/en/download
2. Follow all the steps

3. Open a terminal on your computer and type "Node --version® to check if installed

VSCODE: Installing EsLint, Prettier, JavaScript and TypeScript Nightly
Go to ‘Extensions’ in VSCode

- Install EsLint
- Install Prettier

Install JavaScript and TypeScript Nightly

VSCODE: Installing Serverless

https://www.serverless.com/framework/docs/getting-started
1. Open a terminal in VSCode

2. Type ‘npm i -g serverless’ to install serverless
3.

If you get an ‘access denied’ message type “sudo npm i -g serverless’


https://nodejs.org/en/download
https://www.serverless.com/framework/docs/getting-started

Box.com

Setting up the Dev Console (from admin account

In case you don’t see both the Dev Console and Admin console.

1. Open up your Box account. If it already has both admin and dev consoles. You’re done!

box

& AllFiles

o Recents

=/ Notes
2% Canvas m

¥ Relay

Q  search Files and Folders

All Files ~

Recent Files

©

o & B 2 @

New +

[ —

HH Apps AWS Team - bre... «++ user_details_run... ++« Clip4.mp4 9
- box
S d
©® synce NAME UPDATED ¥ SIZE H n
W Trash Collaborate in real time
i Skill Applied Folders Today by AJ Voisan O Files Co-author in Microsoft
Office for web and auto save
My Collections edits
42 AWS Breakout Session 1 - R... Yesterday by Luis Ramirez 1 File
B Favorites Get Started
_— .
22 Skills Applied Yesterday by AJ Voisan 1 File 173 »
22 Box Reports Yesterday by Luis Ramirez 7 Files

.1l Admin Console

</> Dev Console

Viewing sandbox account Cal State LA Sandbox

2. If you only see the admin console but not the dev console. Go to this link.

https://developer.box.com/

3. Click the ‘Go to dev console’
boxDEV -

Integrate apps with
Box Platform

All the developer resources to help you
get the most from Box products

Get started Go to Dev Console

Documentation

Community

My Apps

Get started building your first app
Select your apptype Not

() (=

Custom App Limij
Best for the maiorityof ps Best

sen)|

4. And now click ‘Go back to my account’. You should see both the admin and dev consoles.
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https://developer.box.com/

Configuring a new Box Skill
https://developer.box.com/guides/applications/custom-skills/setup

1.0pen the ‘Dev Console’ (should take you to a new tab)

mx DEVELOPER

My Apps e T
My Apps Select an app or create a new app Create New App
APl Docs
SDKs
Community - I 4 N
< <
Create New App \_ Y, \_ v
JackieBoxCustom JackieBoxSkill

e Back to My Account

https://app.box.com/developers/console/newapp

mx DEVELOPER

My Apps
API Docs
SDKs

Community

0 Back to My Account

Viewing sandbox account Cal State LA Sandbox

2. Click ‘Create New App’ and select Box Custom Skill

My Apps > Create New App

Select an app type to get started

(=)

Custom App

Best for the majority of apps and
integrations. Supports both server-
server and end-user apps

V' Select desired authentication
method (user or enterprise)

V' Select application’s access (i.e.
scopes)

V' Create webhooks

' Publish apps to the App Center
or as integrations

V' Request access to all files and

users in an enterprise

View Documentation

Limited Access App

Best for Box View apps or
previewing Box content in another
application

+/ Server side authentication with
an app token

V/ Request access to all files and
users in an enterprise

X Cannot access all APl endpoints

X Cannot edit scopes, default
scopes are set

X Cannot store data in the
Enterprise

X Cannot publish apps to App
Center

Vi g sandbox account Cal State LA Sandbox

Cancel

Box Custom Skill

Best for apps that want to use an
external service to enrich content
with metadata

V' Send content to a third party
service based on updates to a
file in Box

V' Utilize a Box provided secure
token for easy, secure data
trasfer between services

V' Create metadata on a Box file
based on information from a
third party service

X Cannot publish Skill to App
Center

View Documentation
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https://developer.box.com/guides/applications/custom-skills/setup/

3. Name your Custom Skill and ‘Create App’

Custom Skill

Enter a name for your app. You can change this later in
General Settings.

App Name

[BDX Skill-J Molina

By clicking "Create App’, you agree to the terms of the Box Developer

Cancel reate App

Agreement and the Box Privacy Policy.

Viewing sandbox account Cal State LA Sandbox

4. Go to the configurations tab in your skill app and add a temporary Invocation URL

box s Box Skill-) Molina > .

My Apps General Settings Configuration Security Keys App Diagnostics
API Docs

Manage authentication methods and app permissions Save Changes
SDKs

Community Client ID Client ID

Client ID for all transactional actions. wswihpv copy

Note: Any enterprise admin who
knows the app's client ID will be able

to retrieve information about the app
including developer email, app ID, app
name, authentication type and app

scopes.
Invocation URL Invocation URL
The location where your app payload https:/httpstat.us/
will be sent.

o Back to My Account N
Test Skills Event ewing sandbox account Cal State LA Sandbox




5. Scroll down and add these to the File Extensions

mx DEVELOPER

My Apps General Settings

Box Skill-J Molina

</> API Docs

SDKs

Community

this page.

File Extensions

blank

e Back to My Account

Configuration

Enter the file extensions that will be
processed by this Skill. Learn more. To
process all file types, leave this field

Security Keys App Diagnostics

Manage authentication methods and app permissions

If the invocation URL field is left blank
or the specified invocation URL is
invalid, testing the skills event will only

return the body of the test event on

Viewing sandbox account Cal State LA Sandbox

Save Changes

6. Save changes and copy the ClientID (you need this for the next part).

R @ Successfully updated the app. X ]
mx DEVELOPER Box Skll[

My Apps General Settings Configuration Security Keys App Diagnostics
API Docs
Manage authentication methods and app permissions
SDKs
Community Client ID Client ID
Client ID for all transactional actions. wswjhpvzs9qmétn2465cphba2mlmg7md copy

scopes.

Invocation URL

will be sent.

o Back to My Account

Test Skills Event

The location where your app payload

Note: Any enterprise admin who
knows the app's client ID will be able

to retrieve information about the app

including developer email, app ID, app
name, authentication type and app

Invocation URL

https:/httpstat.us/

iewing sandbox account Cal State LA Sandbox

You’ve created a Custom Box Skill!
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D

eployin

our Box SKkill to the Custom A

s Manage

r

1. From your dashboard, click on the Admin console (you will be redirected)

box

& AllFiles

° Recents

Notes

Canvas m

Relay
Apps
° Synced

W Trash

My Collections

Favorites

«1l  Admin Console

</> Dev Console

(]
(]

Q  Search Files and Folders

All Files -

Recent Files

00000

AWS Team - bre... «+

NAME

22 Skill Applied Folders

user_details_run... ++«

22 AWS Breakout Session 1 - Re...

350 skills Applied

42 Box Reports

Clip4.mp4

UPDATED ¥

Today by AJ Voisan

Yesterday by Luis Ramirez

Yesterday by AJ Voisan

Yesterday by Luis Ramirez

SIZE

O Files

1File

1File

7 Files

Vi g sandbox account Cal State LA Sandbox

2. On your Admin console, navigate to the ‘Apps’ tab

box i

] Insights

@ Users & Groups

@ Content
Reports
Governance
Relay
Platform

Apps

Account & Billing

Enterprise Settings

Back to My Account

e &

B 2 @

New +

Collaborate in real time

Co-author in Microsoft

Office for web and auto save
edits

Get Started

1/3 >

Q search

Cal State LA Sandbox Insights

Managed User Activity

0 & 2

LAST 90 DAYS - 7/14/2023 - 10/12/2023
20
15
10
5
0
7/14 8/5 8/27 9/18 10/10
A
7/14/2023 10/12/2023
Show Details v @ Previews (@ Downloads () Uploads
Shared Links
UPDATED 10/12/2023, 3:26 PM PDT

(e gl e’

Managed Users

UPDATED 10/11/2023, 5:00 PM PDT

11

@ 1 SEAT REMAIN

Groups
UPDATED 10/11/2023, 5:00 PM PDT

1

0% PAST MONTH

Deleted Users

UPDATED 10/12/2023, 2:00 PM PDT

1

14



3. Click on the ‘Custom Apps Manager’ tab

mx ADMIN

Wl Insights

e Users & Groups

Content
Reports
Governance
Relay

Platform

Q EulEEY Search

Box Apps & Integrations Custom Apps Manager

Box Apps & Integrations

Official Box Apps
Desktop Apps

4 of 4 enabled

All official Box Apps are enabled by
default. You can choose to disable
them but it is not recommended

If you have any questions or
concerns about these Box

Android Apps
- 5 of 5 enabled
Applications contact us for more

o ¢ 2 O

information.
B3 Account & Billing
. . iOS Apps
Ent Sett -
© Enterprise Settings 6 of 6 enabled
Server Apps .
1 of 1 enabled
@ BacktoMyA " Mobile Web and Accessibility .
e ° OLy/CCOUN 2 of 2 enabled
tns-liann hov
: 13 )
4. Click ‘Add App
mx ADMIN Q  Search (2] & A @

Insights
Users & Groups
Content
Reports
Governance
Relay

Platform

Apps

Account & Billing

Enterprise Settings

Back to My Account

Box Apps & Integrations Custom Apps Manager

Custom Apps Manager

Grant access to custom apps with access specific to your enterprise. Learn more about custom app development
and authentication types. Note: By connecting to a third party service, your use of that third party service is
subject to its applicable terms of use and privacy policy.

Server Auf ication Apps User Authentication Apps

Any Authorization ~

Add

app using Client ID

App Settings Add App

Name Last Activity @ Developer Email Authorization Status Enablement Status
Box Skill - L Gallarde October 12,2023 leo.gallardo2002@gmail.com @ Authorized © Enabled
testApp October 11,2023 jmolin84@calstatela.edu @ Authorized © Disabled
otherTest October 11,2023 luisp6914@gmail.com @ Authorized @ Enabled
Video Indexer Integi October 11,2023 ajvoisan@gmail.com @ Authorized © Disabled
skillTest October 11,2023 luisp6914@gmail.com @ Authorized @ Enabled
Tranccrint Documen  October 10 2023 ivai D il com M Autharized M Enahled

15



5. Paste your Client ID and click Next

X

Add App

Enter the Client ID of the custom app you would like to add to
your enterprise:

Client ID @

[wswjhpvzs9qm6m2465cphbazm|ms7m4]

6. Authorize and you’re done!

Authorize App

Review the information in order to authorize this custom app

Client ID
wswjhpvzs9qmétn2465cphba2mim87m4

Application Access
All Users

Application Scopes

Admin or co-admin can make calls for any content in their
enterprise

Read-only scope from a specific file or folder

Authentication Type
Custom Skill




nding Box Keys (Primary and Secondary)

1.Go to the Developer Portal and Click on Your Skill

mx DEVELOPER

My Apps

</> APIDocs
NAME AUTHENTICATION

Box Skill-J Molina 2 )
B Box Custom Skill

Client ID: wswjhpvzs9qmétn2465cphba2.
JackieBoxCustom i B JWT
JackieBoxSkill 5] Box Custom Skill

0 Back to My Account

2.Go to the Security Tab

Viewing sandbox account Cal State LA Sandbox

UPDATED ¢

Nov 1, 2023

Oct 11, 2023

Oct 11, 2023

STATUS @

@ Enabled

@ Enabled

@ Enabled

2] -

Create New App

AUTHORIZATION @

Authorized oo

Box Skill-J Molina

General Settings Configuration Security Keys

verify that the event sent to your app came from Box. Refer to the Getting Started Guide to

learn more about how to use Security Keys.

Primary Key Primary Key

Use this key to verify that the event 4VwIGANWNRgpPAOWPe e 7PpkzkNeOfjqK
sent to your app came from Box. Learn

more, Reset

Secondary Key Secondary Key

Use the secondary key when you need gGBAVUQCMChOT1105q0yDIFbMIS
to rotate the primary key. Box sends

both keys so you can rely on the Reset

secondary key to verify the event

payload

App Diagnostics

Once your app is enabled, Box will send events to your invocation endpoint. Use these keys to

copy

coPY

You’ve found your Security Keys!

17



Adding ‘config.json’ to your VSCode
(You need this file or else your entire program won’t run).

1. Create a new file and name it ‘config.json’

2. The information inside of the config file will be given to you. Make sure you copy and paste
all information given to you into your config.json file.

You’ve added your config file!

18



Video Indexer

Azure Video Indexer Guide

1. Create a Video Indexer Account
1.  Go to Microsoft Azure Al Video Indexer - Unlock Video Insights, and
sign up with your designated email

ii.  Your indexer portal should look like this after

Azure Al Video Indexer + Create unlimited account josealvarado10598-¢8... Q fr] ?

Library Projects Samples

a Upload =

No uploaded videos yet

Upload videos to see insights
and create new projects

2. Uploading videos Directly to Azure Indexer

. ' 1 Upload
i.  Click on and look for the file that you want to upload.

i. If you’re having trouble uploading you might want to drag the file onto
the screen
ii.  Click on the checkbox and “Upload + index”

By checking this box, | certify that use of any facial recognition functionality in this service is not by
or for a police department in the United States, and | represent that | have all rights (and individuals’
consents, where applicable) to use and store the file/data, and agree that it will be handled per the
ns and the Pr

Upload + index ‘ Cancel ‘

iii. It should now be uploading to your Indexer Library

19


https://vi.microsoft.com/en-us

Name Indexed by Last modified

88% Sergio_NicolasCarno Jose Alvarado 3 seconds ago

lI| 230703_0107 Jose Alvarado 3 minutes ago

3. Creating a Model

1. On the left tab click on Model customization
ii.  Then click on Language(Classic)

Speech (new) La nguage

LImemEse (2 Teach Video Indexer to recognize specific vocabulary or i

Upload a .txt, .utt, .ttml, or .srt file up to 500 KB, and Vide
Language ID when videos are uploaded and indexed. Learr:

People O search language models...

Brands
/N English 0 trained models

® Create new model

/A Arabic 0 trained models

® Create new model

1. Under the English model click on ® Create new model and name it. You

have now created a model

/N English 0 trained models

~ SBPDCustomModel

+ Add file

® Create new model

20



4. Training a Model
1. There are two ways to train a model.
1. Make changes to a video and then train the model
ii. Upload a file with your changes to the model
ii.  Go to your Indexer library and click on a video and you should see a video
playing along with the insights
iii.  To edit, click on timeline and the editing icon on the top right

Azure Al Video Indexer + Create unlimited account jalva297-1ed4fd

@ Your account has been updated following the retirement of Azure Media Services.
Insights | Timeline

Search

00:00:03 911 emergency when you're reporting.

00:00:06 With the possible drunkards reckless driver and ID, ma'am.
Go ahead for Highway Patrol.

00:00:11 Thank you. Umm.

00:00:12 It's they.

Just turned right on Camino Pescadero, going | | Lavista.

[ Pescadero from where?

D &) 0007128

Going from.

230607VT00289C.wav Were they? And they turned on.

Created 12 days ago by Jose Alvarado Yes, they were.

iv.  This will allow you to make any changes to the captions in the video that will
be used to train the model.

v.  If you made changes you will have to go back to your model and click on the
“Train” icon that appears next to the model

~ SBPDCustomModel :

21



5. Using your model when uploading a video
1. To use your model while uploading a video, simply choose it under the “Video
Source language” before uploading.

Upload and index

() Trial accounts have limited access to face models. C

File name

‘ Sergio Cano

‘ Add files

Privacy Streaming quality

‘ Private v ‘ ‘ Single bitrate

Video source language
‘ English (SBPDCustomModel)

English
English (Australia)
English (United Kingdom)

By checking this box, | certify that use of any facial recognition functionality in this service is not by or for a police department in the United States
and | represent that | have all rights (and individuals’ consents, where applicable) to use and store the file/data, and agree that it will be handled per thd
Onlin ns and the t

Upload + index Cancel

22



6. Retrieving Subscription Keys
i.  Go to Home - Microsoft Azure APl Management - developer portal

(videoindexer.ai) and sign in

P> Azure Video Indexer m APIs Developer Support Sign in

Welcome to the Azure Video Indexer Developer Portal

Get a rich set of business insights of your video and audio files in a shared timeline and readable format.
Easily extract your insights, no heavy lifting integration or machine learning knowledge needed.

Get started Explore APIs View ARM APIs

ii.  Once you sign in a new tab ‘Profile’ should appear. Click ‘Profile’.

APls Developer Support Profile Sign out

iii.  This should take you to a new page that shows you two subscription keys.
‘Primary key’ and ‘secondary key’.

Account details

Email Jjalva297 @calstatela.edu

First name Jose

Last name Alvarado

Registration date 10/27/2023

Subscriptions

Subscription details Product State Action
Name Product Authorization subscription Rename Authorization Active Cancel
Started on 10/27/2023

Primary key XXX IKXXKXKNKX Show | Regenerate

Secondary key OO0 XX Show | Regenerate

23


https://api-portal.videoindexer.ai/
https://api-portal.videoindexer.ai/

7. Retrieving VI Account ID
1. Choose account details from your VI portal

Azure Al Video Indexer + Create unlimited account jalva297-1ed4fd

@ Your account has been updated following the retirement of Azure Media Services. Learn how it affec ccount

Account settings

£* Manage roles li] Delete this account

Display name Total minutes uploaded

jalva297-1ed4fd ¢~ Edit 370.95

Email

jalva297 @calstatela.edu

Account ID

1ed4fd4d-01f8-4188-8e38-2402269c6882 || Copy

ii.  You should be given an option to copy your VI account ID
8. Retrieving the Linguistic Model ID

1. Go into your custom models

i1. Click on the - icon in the Model whose linguistic Id your want to retrieve

24



Speech (new)

Language (classic)

Language ID

People

Brands

Teach Video Indexer to recognize specific vocabulary or industry terms.

Upload a .txt, .utt, .ttml, or .srt file up to 500 KB, and Video Indexer will apply the new language models
when videos are uploaded and indexed. Learn mc

O Search language models...

/N English 1 trained models

v~ SBPDCustomModel
v ExpectedModel =B Rename

~ Baseline B Delete

+ Add file * Add file
® Create new model Linguistic model ID (trained model):
5287cc02-c0ed-4585-9c70-

Vv Arabic 0 trained models 18489382ad58

1i1. Linguistic 1d should be visible afterwards

v Trained

25



AWS
Creating an IAM User

1.Search up the IAM Service

Services | Q 1AM B 4 ® & ohov SBPDAdministratorAccess/jacky.molina ¥

Search results for 'lAM"

Console

Try searching with longer queries for more relevant results

Features (20) Services

Resources ' New

Documentation (48,395) M e s
M ea S8 AWS re: es
Knowledge Articles (20) e d find valuable
st out of AWS.
Marketplace (648) Top features

Blogs (1,643)
bn
Events (12]
2 nd advance your

Tutorials (2
® Manage workforce user access to multiple AWS accounts and cloud applications

2. This will take you to the IAM dashboard

Identity and Access X IAM > Dashboard

Management (IAM)
IAM Dashboard

Q Search IAM

Security recommendations o AWS Account

Dashboard
/A Add MFA for root user Account ID
¥ Access management Sign in as the root user (o contact your administrator) and register a multi-factor authentication 755824957602
(MFA) device for the root user to improve security for this account.
User groups Account Alias
Users Create
Roles

1AM resources Sign-in URL for IAM users in this
Policies Resources in this AWS Account account
https://755824957602.signin.aws.a

mazon.com/console

Identity providers

Account settings User groups Users Roles Policies Identity
providers

Y Y 6 0 1 Tools 2

¥ Access reports

Access analyzer

Archive rules

Analyzers Policy simulator
What's new 2 View all
Updates for features in IAM

The simulator evaluates the policies
that you choose and determines the
Credential report effective permissions for each of the

Settings

3 Cloudshell  Feedback © 2023, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

3.Select the Users tab from the left navigation menu

L ® & Global v

Identity and Access X IAM > Users

Management (IAM)
v Ready to streamline human access to AWS and cloud apps? Dismiss

Identity Center is enabled. We recommend managing workforce users' access to AWS accounts and cloud applications in
Identity Center.

Q Search IAM

Dashboard
Learn more [4 ® Watch how it works

¥ Access management

User groups
Users (0) info

Users
An 1AM user is an identity with long-term credentials that is used to interact with AWS in an account.
Roles
polies Q search \ 1 @

Identity providers
X User name a | Path v | Groups v | Lastactivity v | MRA v | Passwordag
Account settings

¥ Access reports No resources to display

Access analyzer

Archive rules
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4.Select ‘Create User’ (a.fill out user name, b.select ‘I want to create an IAM user’,
c.create custom password, d.select ‘Users must create a new password at next sign in’)

Step 3

Review and create

Step 4

Retrieve password

(3 Cloudshell  Feedback

User name ®

TestingSBPD

‘The user name can have up to 64 characters. Valid characters: A-Z, a-z, 0-9, and + =, . @ _ - (hyphen)

Provide user access to the AWS Management Console - optional
If you're providing console access to a person, it's a best practice [} to manage their access in IAM Identity Center.

Are you providing console access to a person?

User type

O Sspecify a user in Identity Center - Recommended
We recommend that you use Identity Center to provide console access to a person. With Identity Center, you can centrally
manage user access to their AWS accounts and cloud applications.

© I want to create an IAM user
We recommend that you create IAM users only if you need to enable programmatic access through access keys, service-
specific credentials for AWS CodeCommit or Amazon Keyspaces, or a backup credential for emergency account access.

Console password

O Autogenerated password
You can view the password after you create the user.

O Custom password
Enter a custom password for the user.

Seventeen19!

* Must be at least 8 characters long
« Must include at least three of the following mix of character types: uppercase letters (A-2), lowercase letters (a-z), numbers (0-9), and symbols! @ # $ % A & * () _+ -
(hyphen) =[1{}|"

Show password

Users must create a new password at next sign-in - Recommended

Users automatically get the IAMUserChangePassword [ policy to allow them to change their own password.

@® |If you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazon Keyspaces, you can

©2023, Amazon Web Services, Inc. o its affiliates.  Privacy  Terms  Cookie preferences

5. You’ll get your username and password

© User created successfully

1AM > Users » Create user

Step 1

Step 2

Step 3

Step 4
Retrieve password

[ Cloudshell  Feedback

You can view and download the user's password and email instructions for signing in to the AWS Management Console.

® L ® & Global v SBPDAdministratorAccess/jacky.molina ¥

zen - B

Retrieve password
You can view and download the user's password below or email users instructions for signing in to the AWS Management Console. This is the only time you can

view and download this password.
Console sign-in details Email sign-in instructions [2

Console sign-in URL

https://755824957602 signin.aws.amazon.com/console

User name
TestingSBPD

Console password

Seventeen19! Hide

Cancel Download .csv file Return to users list

023, Amazon Web Services, Inc. or its af

ivacy

rms  Cookie preferences

You’ve created an IAM user!
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Creating an Access Key

1. Goto ‘Users’ in IAM console

Identity and Access
Management (I1AM)

Q Search 1AM

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers

Account settings

¥ Access reports
Access analyzer
Archive rules
Analyzers
Settings
Credential report
Organization activity

Service control policies (SCPs)

(3 Cloudshelt

© User created successfully

L ® & Global ¥ SBPDAdministratorAccess/jacky.mol

You can view and download the user’s password and email instructions for signing in to the AWS Management Console.

IAM > Users

v Ready to streamline human access to AWS and cloud apps?

Identity Center is enabled. We recommend managing workforce users' access to AWS accounts and cloud applications in Identity Center.

Learn more [4 ® Watch how it works

Manage workforce users [

Users (1) info

An 1AM user is an identity with long-term credentials that is used to interact with AWS in an account.

Q Search
O User name A Path v Group: Vv
TestingSBPD / 0

Create user

@

Last activity v | MFA v | Passwordage vV | Console last

© 2023, Amazon Web Services,

2.Select the user and it should take you to a user dashboard, click ‘create access key’

(2] PaN ® & Global ¥

Identity and Access
Management (IAM)

Q Search IAM

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers

Account settings

¥ Access reports
Access analyzer
Archive rules
Analyzers
Settings
Credential report
Organization activity

Service control policies (SCPs)

CloudShell  Feedback

IAM > Users > TestingSBPD

TestingSBPD i

Summary
ARN Console access
(@ arn:aws: 55824957602:user/TestingSBPD /A Enabled without MFA

Created Last console sign-in
September 26, 2023, 23:17 (UTC-07:00)

Privacy  Terms

Cookie preferences

Delete

Access key 1
Create access key,

Permissions Groups Tags Security credentials Access Advisor

Console sign-in

Console sign-in link
https://755824957602.signin.aws.amazon.com/console

Multi-factor authentication (MFA) (0)

Manage console access

Console password
Updated 1 minute ago (2023-09-26 23:17 PDT)

Last console sign-in

@ Never

Use MFA to increase the security of your AWS environment. Signing in with MFA requires an authentication code from an MFA device. Each user can have a maximum of 8 MFA devices

2023, Amazon Web Services, Inc. or Terms

Cookie preferences
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3. Select ‘Application running on an AWS computer service’
4.Optional: Add a description tag

Services | Q

® PN ® © Global

Step 2 - optional [

Set description tag

O Command Line Interface (CLI)

- You plan to use this access key to enable the AWS CLI to access your AWS account.

Retrieve access keys
O Local code

You plan to use this access key to enable application code in a local development environment
to access your AWS account.

© Application running on an AWS compute service
You plan to use this access key to enable application code running on an AWS compute service
like Amazon EC2, Amazon ECS, or AWS Lambda to access your AWS account.

O Third-party service
You plan to use this access key to enable access for a third-party application or service that
monitors or manages your AWS resources.

O Application running outside AWS
You plan to use this access key to authenticate workloads running in your data center or other
infrastructure outside of AWS that needs to access your AWS resources.

(O Other
Your use case is not listed here.

Q Alternative recommended
Assign an IAM role to compute resources like EC2 instances or Lambda functions to automatically supply
temporary credentials to enable access. Learn more [/

(33 Cloudshell  Feedback

mazon Web Services, Inc. or its affiliates. ivacy  Terms _ Cookie preferences

5. You’ll get your Access key and Secret Access key

& Global ¥

© Access key created

This is the only time that the secret access key can be viewed or downloaded. You cannot recover it later. However, you can create a new access key any time.

IAM > Users > TestingSBPD > Create access key

Step 1

Retrieve access keys i

Access key

Step 2 - optional If you lose or forget your secret access key, you cannot retrieve it. Instead, create a new access key and make the old key inactive.

Access key Secret access key
Step 3
AKIA276VNTCRLEISCLI

srsrrsreaast Show

Retrieve access keys

Access key best practices

« Never store your access key in plain text, in a code repository, or in code.
« Disable or delete access key when no longer needed.
« Enable least-privilege permissions.

« Rotate access keys regularly.

For more details about managing access keys, see the best practices for managing AWS access keys.

Access Key and Secret Access Key created!



Setting Permissions and Adding User to a Group

1.Go to Users, select your user, and then select ‘add permissions’

[Option Pay (©] & Global ¥ SBPDAdministratorAccess/jacky.molina ¥

Identity and Access X
Management (IAM)

IAM > Users > TestingSBPD

TestingSBPD Delete
Q Search IAM
Summary

Dashboard

ARN Console access Access key 1

arn:awstiam::755824957602:user/TestingSBPD /A Enabled without MFA AKIA276VNTCRLEIISCLI - Active
© Used today. 10 hours old. |

¥ Access management

User groups

Users Created Last console sign-in Access key 2
Roles September 26, 2023, 23:17 (UTC-07:00) DN Create access key
Policies

Identity providers

Permissions Groups (1) | Tags (1) Security credentials | Access Advisor

Account settings

¥ Access reports
Permissions policies (7) ‘ C ‘

Permissions are defined by policies attached to the user directly o through groups.

‘ Add permissions &
Access analyzer

Add permissions
Archive rules ;

Filter by Type Create inline policy
Analyzers
Q Search All types v 1 &

Settings

2. Click ‘Add user to Group’ and then click ‘Create Group’
*If someone already completed this process, just add your user to an existing group.

® L ® © Global ¥ SBPDAdministratorAccess,

IAM > Users > TestingSBPD » Add permissions ®

Step 1 L.
P ne o Add permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn more [4

Step 2

Review Permissions options

(B Cloudshell Feedback

© Add user to group
Add user to an existing group, or create a new
group. We recommend using groups to manage
user permissions by job function.

User groups (0)

O Copy permissions
Copy all group memberships, attached managed
policies, inline policies, and any existing
permissions boundaries from an existing user.

O Attach policies directly
Attach a managed policy directly to a user. As a
best practice, we recommend attaching policies
to a group instead. Then, add the user to the
appropriate group.

C Create group

Q Search groups 1 (O]
Group name [ a | Users v | Attached policies [2 v | Created v
No resources
Cancel Next
© 2023, Amazon Web Services, I s affiliates. Privacy Terms Cookie preferences
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3. Add a name for your group and then select all the permissions you need (see step 4)
After click ‘create user group’

i Create user group X

Create a user group and select policies to attach to the group. We recommend using groups to manage user permissions by
job function, AWS service access, or custom permissions. Learn more [

User group name
Enter a meaningful name to identify this group.

Maximum 128 characters. Use alphanumeric and *+=,.@-_' characters.

1 Permissions policies (883) C ‘ ‘ Create policy [4

Filter by Type

Q Search Alty.. v ‘ 1 2 3 4 5 6 7 ..4 > &

O Policy name [ A Type v Use... Vv Description

O = AdministratorAccess AWS managed ... Permis... Provides full access to AWS service:

(] = AdministratorAcce... AWS managed None Grants account administrative pern

a = AdministratorAcce... AWS managed None Grants account administrative pern

O AlexaForBusinessD... AWS managed None Provide device setup access to Alex

(] AlexaForBusinessF... AWS managed None Grants full access to AlexaForBusin

(] = AlexaForBusinessG... AWS managed None Provide gateway execution access t

a = AlexaForBusinessLi... AWS managed None Provide access to Lifesize AVS devic

) m AlacnPacbieicionnes A mnd - e b Poles AVIE Amiionn

Cancel Create user group
4. Add all of these permissions
Permissions policies (6) info C Simulate [4 Add permissions ¥
You can attach up to 10 managed policies.
Filter by Type
Q Search All types v (o)

O Policy name [ A Type v Attached entities v
O AmazonAPlGatewayAdministrator AWS managed 1
O 0] AmazonS3FullAccess AWS managed 1
O AWSCloudFormationFullAccess AWS managed 1
O = AWSLambda FullAccess AWS managed 1
Od CloudWatchLogsFullAccess AWS managed 1
O IAMFullAccess AWS managed 1
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5. Click ‘Add permissions’

© DeployingGroup user group created.

Step1

Add permissions

Step 2

Review

[ CloudsShell  Feedback

IAM > Users > TestingSBPD » Add permissions

The following policies will be attached to this user. Learn more [4

User details

User name
TestingSBPD

Permissions summary (1)

Name [2

[Option+S]

&  Global v SBPDAdministratorAccess/jacky.molina ¥

v Type Used as

Group -

2023, Amazon Web Servi i i ie preferences

Identity and Access X
Management (IAM)

Q_ Search IAM

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers

Account settings

¥ Access reports
Access analyzer
Archive rules
Analyzers
Settings
Credential report
Organization activity

Service control policies (SCPs)

() Cloudshell  Feedback

@© Policies attached to this user group.

DeployingGroup .

Summary

User group name
DeployingGroup

Users (1) Permissions Access Advisor

Permissions policies (3) info

You can attach up to 10 managed policies.

Q Search
(] Policy name [4
O = AmazonS3FullAccess
] AWSCloudFormationFullAccess
[m] = AWSLambda_FullAccess

Option+S]

AN ® © Global ¥ SBPDAdministratorAccess/jacky.molina ¥

Delete

Edit

Creation time ARN
September 27, 2023, 08:49 (UTC-07:00) arn:aws:iam::755824957602:group/Deploying
Group
Cc Simulate [2
Filter by Type
All types v 1 &
Type v Attached entities v
AWS managed 1
AWS managed 1
AWS managed 1

© 2023, Amazon Web Services,

saffiliates.  Privacy  Terms  Cookie preferences
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7. You can view all User permissions in the Users page

B 4 © & Globl

. IAM > Users > TestingSBPD ®
Identity and Access X — g
Management (IAM) .
TestingSBPD i Delete
Q_ Search IAM
Summary
Dashboard ARN Console access Access key 1
arn:aws:iam::755824957602:user/TestingSBPD /A Enabled without MFA AKIA276VNTCRLEIISCLI - Active
v
Access management © Used today. 10 hours old.
User groups
Users Created Last console sign-in Access key 2
September 26, 2023, 23:17 (UTC-07:00) G Create access key
Roles
Policies
Identity providers Permissions Groups (1) Tags (1) Security credentials Access Advisor

Account settings

¥ Access reports Permissions policies (7) C ‘
Access analyzer Permissions are defined by policies attached to the user directly or through groups.
Archive rules Filter by Type Create inline policy
Analyzers Q Search All types v 1 &
Settings
Credential report O Policy name (2 4 | Type Nl Rt iacedriallA

Organization activity ] AmazonAPIGatewayAdministrator AWS managed

Service control policies (SCPs)

AmazonS3FullAccess AWS managed

https://us-east-1.console.aws.amazon, I gi east-1#/users/details/TestingSBPD/add Terms _ Cookie preferences

You’re done setting permissions!
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Deploying to AWS with Serverless (for the first time)

1.0pen a terminal in your VSCode - make sure you are in the correct folder
(cd if you have to)

2.(this is what you’re going to be typing)

‘serverless config credentials -o —provider aws —key ‘YOUR_AWS KEY’ —secret
‘YOUR_AWS SECRET™

Or try: (if top does not work)

serverless config credentials -o --provider aws -k “YOUR_AWS KEY’ --secret
‘YOUR_AWS SECRET’

R A T S e L I e T e Bse rverless config credentials —o —provider a
s —key 'YOUR_AWS_KEY' —-secret 'YOUR_AWS_SECRET'

Example: this was mine

kiki@mbony [ [o) s -0 [ YR T [ S G B BRI W se rverless config credentials —-o ——provider a
s ——key AKIA276VNTCRLEIISCLI —-secret Fb6Y8fyKhw+uRMQFKOh+AeZ5Idqgp4crxD4bmRLpqg

3.You should see this run and a message that says ‘Profile “default” has been configured’

kiki@moony box.com_eDefender_integration-main % serverless config credentials -o —-provider aw
s ——key AKIA276VNTCRLEIISCLI —-secret Fb6Y8fyKhw+uRMQFKOh+AeZ5Idqp4crxD4bmRLpq

Running "serverless" from node_modules
Profile "default" has been configured
kiki@moony box.com_eDefender_integration-main % [

4. Go to the .yaml file and change the ‘name’ to ‘box-video-skills-[your-name]’
(This will help identifying which function and bucket are yours on aws)

1

serverlessyml X {1}

! box-video-skill-jackie

! aws
! nodejsld.x
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5. Run ‘sls deploy’ or ‘serverless deploy’
(This is what you should see happening)

kiki@moony box.com_eDefender_integration-main % sls deploy
Running "serverless" from node_modules

Deploying box-video-skill-promise to stage dev

Packaging

(SideNotel: if at any point you get a permissions error, just add that permission to your
user/group and then run ‘sls deploy’ again)

(SideNote2: if at any point you get an error that says ... ROLLBACK COMPLETE state and
cannot be updated’, run ‘sls remove’ and then ‘sls deploy’)

Finding APIGateway
5.This should be the final result you see (SAVE THE ‘endpoint” LINK SOMEWHERE

BECAUSE YOU’LL NEED IT AND YOU ONLY GET IT ONCE PER DEPLOYMENT)

Deploying box-video-skill-promise to stage dev
Service deployed to stack box-video-skill-promise-dev
ANY - https://tglpak7d6c.execute-api.us-east-1.amazonaws.com/dev/

hello: box-video-skill-promise-dev-hello

kiki@moony box.com_eDefender_integration-main % [j

This Link is your APIGateway needed as an Environment Variable!
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CHECK: If you go to the AWS Lambda service, you should see this:

aws

AWS Lambda X Lambda »> Functions
Dashboard Functions (1) Last fetched now | C Create function
Applications
Q Filter by tags and attributes or search by keyword 1 (o]
Functions
v Additional resources ] Function name v Description v Packagetype v  Runtime v Lastmodified v
Code signing configurations ) box-video-skill-promise-dev-hello - Zip Nodejs 14.x 1 minute ago

Layers

232 services | Q Search [Option+S] ® 4 ® &  N.viginia v SBPDAdministratorAccess/jacky.molina ¥

CHECK: If you go to CloudFormation, you should see this

Q Search [Option+S] (©) & N. Virginia ¥ SBPDAdministratorAccess/jacky.molina ¥
CloudFormation X CloudFormation > Stacks
Stacks Stacks (1) (¢] Create stack v
StackSets Filter status
Exports Q Filter by stack name Active v | @ view nested
1 (o]

Designer Stack name Status Created time Description

i ) ) The AWS CloudFormation template for

(@] box-video-skill-promise-dev © UPDATE_COMPLETE 2023-09-27 09:03:16 UTC-0700 . o
¥ Registry this Serverless application

Public extensions
Activated extensions

You’ve deployed your code to AWS using serverless!
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Environment Variables Key

(A good idea would be to create a .json file with all your non-changing variables so you don't
have to look for them every single time you deploy)

APIGATEWAY ‘sls deploy’ link (changes with every deployment)
S3 BUCKET YOUR S3 bucket name (changes with every deployment)

VI ACCOUNT ID

Video Indexer Account ID

VI AUTH KEY 1

Video Indexer Developer Primary Key

VI_AUTH KEY 2

Video Indexer Developer Secondary Key

BOX PRIMARY KEY

Box Primary Key

BOX_ SECONDARY _KEY

Box Secondary Key

* S3 BUCKET is the NAME of your S3 bucket that was generated with your APIGateway link

(Found in AWS S3 service)

** To find the other environment variables, look under the ‘Finding’ sections in this manual
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Configuring BOX, S3, and LAMBDA

Kin

r lam

a function an

1. Go to ‘CloudFormation’ and click on ‘Stacks’
Check to see if your deployment name is there

ket was creat

N.Virginia ¥ SBPDAdministratorAccess/jacky.molina ¥

& &4 0 @

CloudFormation X

Stacks

StackSets

Exports

Designer

<4

Registry
Public extensions
Activated extensions

Publisher

CloudFormation > Stacks

Stacks (3) C

Q Filter by stack name

Stack name | status
@) box-video-skill-jackie-dev © UPDATE_COMPLETE
(@] box-luis-test1-dev © UPDATE_COMPLETE
N ) ; ® UPDATE_ROLLBACK_COMPLE
@) box-video-skill-aj-dev

- R TE

Create stack v
Filter status

Active v @ View nested

Created time Description

The AWS CloudFormation template

2023-10-13 10:19:57 UTC-0700 N —
for this Serverless application

The AWS CloudFormation template

2023-10-11 14:55:22 UTC-0700
for this Serverless application

The AWS CloudFormation template

2023-09-29 11:04:08 UTC-0700 5 L
for this Serverless application

2. Go to S3 dashboard and check to see if your deployment name is there

Q Search

[Option+S]

6B 4 0 @

Global v SBPDAdministratorAccess/jacky.molina ¥

Amazon S3

Buckets

Access Points

Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for S3

Block Public Access settings for
this account

<

Storage Lens
Dashboards

AWS Organizations settings

Feature spotlight o

576.6 MB 66 8.7 MB
"default-account-dashboard"
configuration.
Buckets (4) info Create bucket
Buckets are containers for data stored in S3. Learn more [
Q Find buckets by name 1 &
Name A | AWS Region v | Access v | Creation date v

box-luis-test1-dev- N
US East (N. Virginia) us-

O serverlessdeploymentbucke
N east-1
t-tpy11ytp6ivn
box-video-skill-aj-dev- N
US East (N. Virginia) us-
(@] serverlessdeploymentbucke
east-1
t-linOtxdnt2uq
box-video-skill-jackie-d- US East (. Virginia)
ast (N. Virginia) us-
O serverlessdeploymentbuck- 9

R east-1
130xvp7ticutt

You can enable advanced ®
metrics in the

October 11, 2023,
14:55:32 (UTC-07:00)

Bucket and objects not

September 29, 2023,
11:04:11 (UTC-07:00)

October 13, 2023,
10:20:08 (UTC-07:00)

3. Go to the Lambda and click Functions and check for your deployment name

Services SBPDAdministratorAccess/jacky.molina ¥
Lambda > Functions ®
Functions (2) Last fetched now ‘ (@] ‘ Create function
Q_ Filter by tags and attributes or search by keyword ‘ 1 ©
] Function name v Description v Packagetype ¥V  Runtime v Last modified v
O box-video-skill-jackie-dev-hello - Zip Node.js 14.x 3 minutes ago
O box-luis-test1-dev-hello - Zip Node.js 14.x 2 days ago

You deployed your function correctly!



Configuring Box

Will need to be done with every deployment because the AWS link changes

1. Go to your developer Box account, click on your Skill and add the AWS link into the

‘Invocation URL’

box  ssaes: Box Skill-J Molina

232 MyApps General Settings Configuration Security Keys

API Docs
Manage authentication methods and app permissions

SDKs |

?) Community

App Diagnostics

cute-api.us-east-1

com/dev/

Invocation URL Invocation URL
The location where your app payload https:/| )
will be sent.

Save Changes

You’re done with this step!
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Configuring LLambda

1. Go to your AWS Lambda Functions and click on your function

2] L (©] (o) N. Virginia ¥ SBPDAdministratorAccess/jacky.molina v

AWS Lambda X Lambda > Functions ®
Dashboard Functions (2) Last fetched 12 seconds ago ‘ C ‘ Create function
Applications
Q Filter by tags and attributes or search by keyword 1 10)
Functions
w Additional resources (] Function name v Description v Packagetype ¥  Runtime v Last modified v
Code signing configurations (] box-video-skill-jackie-dev-hello - Zip Node,js 14.x 2 minutes ago
Layers O box-luis-test1-dev-hello - Zip Nodejs 14 2 days ago

Replicas

2. This 1s what your dashboard should look like, scroll down

ervices | Q Search Option+S] N. Virginia ¥ SBPDAdministratorAccess/jacky.molina ¥
= ) R, ®
Lambda > Functions > box-video-skill-jackie-dev-hello
box-video-skill-jackie-dev-hello Throttle Copy ARN || Actions ¥
@ This function belongs to an application. Click here to manage it. X

v Function overview info

box-video-skill- Description
jackie-dev-hello -

S Layers 0) Last modified

2 minutes ago

<+ Add destination
API Gateway Function ARN

arn:aws:lambda:us-east-1:755824957602:functio
+ Add trigger n:box-video-skill-jackie-dev-hello

Application

3. Click on the Configuration tab, click edit, and add ALL environment variables

(see ENVIRONMENT V ABLES KEY)

Code Test Monitor Configuration Aliases Versions
General configuration . .
g Environment variables (7) Edit
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
Permissions Q Find environment variables 1

Destinations

Key Value
Function URL APIGATEWAY https://qlca7zcqdd.execute-api.us-east-1.amazonaws.com/dev/
Environment variables BOX_PRIMARY_KEY 4VwJGANWNRgpAOWPe9e7PpkzkNeOfjgK
Tags BOX_SECONDARY_KEY gG8AVUQCMChIII1Q5qoyDJFbMIsK6jbP
VPC S3_BUCKET box-video-skill-jackie-de-server tbucl glixknmey
RDS databases VI_ACCOUNT_ID fc042625-0e06-478d-aad6-cfabb4aadba7
Monitoring and VI_AUTH_KEY_1 cef402e8927481086bf5¢5f7ca09805
operations tools
VI_AUTH_KEY_2 f63ead3dd2a44e34a06e0f1d902715a9
Concurrency
Asynchronous
invocation

Code signing




Post-Deployment Information

How to test your AWS Lambda Function?
1. Go to your Box folder and upload a file (mp4 would be the easiest)

Try to do a short video to cut down on processing time

2. Go to AWS Lambda and click the Monitoring tab
Find the Timestamp that is closest to the time you uploaded the video (it might take a couple
minutes for it to appear) and click on the LogStream link.

Services Q Sear

Code Test Monitor Configuration Aliases Versions

Metrics  Logs  Traces View CloudWatch logs [4 View X-Ray traces [2 View Lambda Insights [2 View CodeGuru profiles [4

CloudWatch Logs i

Lambda logs all requests handled by your function and automatically stores logs generated by your code through Amazon CloudWatch Logs. To validate your code, instrument
it with custom logging statements. The following tables list the most recent and most expensive function invocations across all function activity. To view logs for a specific
function version or alias, visit the Monitor section at that level.

1h 3h 12h 1d 3d w UTC timezone v C v
Recent invocations b
# Timestamp RequestID LogStream DurationInMS
»1 2023-10-14T02: L0752 abS0c206-4c30-4006-a34b-dIc8F429FC69  2023/10/14/[$LATEST]3a32f7084f dSf6edSle  364.76

»2 2023-10-14T02:
»3 2023-10-14T02:
»4 2023-10-14T02:
»5 2023-10-14702:
»6 2023-10-14702:
»7 2023-10-14T02:
»8 2023-10-14T02:
»9 2023-10-14T02:

.3672 15d@b265-2191-4352-9a55-3d483ad2d01d 2023/10/14/[SLATEST]2f12e2e7d8254872b3e474229be79080 340.98

7442 Qaeafd95-bbld-4269-8d80-5450675271b 2023/10/14/[SLATEST]2f12e2e7d8254872b3e474229be79080 4583.08
.392Z  64939b5d-4bdc-43fe-b78a-d9cccldd2dbc  2023/10/14/[SLATEST]2f12e207d8254872b3e474229be79080  413.79

.3427  740699f1-93b8-4195-8179-1647a28e8bfc  2023/10/14/[SLATEST]2f12e2e7d8254872b3e474229be79080  6287.98
4207 Se6156e2-e509-4b6d-bbc-666745F5952b  2023/10/14/[SLATEST]76da306421€041e091b263061662e1  4273.37
.5752 39c445ee-c919-4ff7-bc86-81066bccc205 2023/10/14/[$LATEST]76da306421e041e0911b263061662e1 4685.98
.2842 5d34fa0b-2550-408f-86ed-848eabdbfd3s 2023/10/14/[$LATEST]76da306421e041e091fb263061662e1 5539.08
119z 0934fde4-1b%a-4309-a5f2-6717dc158061 2023/10/14/[$LATEST]76da306421e041e091fb263061662e1 28034.4

irginia ¥ SBPDAdministratorAccess/jacky.molina ¥
loudWatc| 0g groups ‘aws/lambda/box-video-skill-jackie-dev-hello
CloudWatch X CloudWatch > Log g /aws/lambda/box-video-skill-jackie-dev-hell
2023/10/14/[$LATEST]3a32f7084f34448ebe8d8c8d5f6e951e
Favorites and recents >
Dashboards Log events
You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [
» Alarms Ao @o @o
C Actions ¥ Start tailing
v Logs
Q Clear m 30m 1h 12h 3h Local v Display ¥ ©
Log groups
Live Tall > Timestamp Message
Logs Insights
No more records within selected time range Retry
¥ Metrics 4 2023-10-13T19:32:04.342-07:00 INIT_START Runtime Version: nodejs:14.v37 Runtime Version ARN: arn:aws:lambda:us..
> X-Ray traces > 2023-10-13T19:32:05.710-07:00 START RequestId: abSOc206-4c30-4006-a34b-dIc8f429fc69 Version: $LATEST
> Events > 2023-10-13719:32:05.729-07:00 2023-10-14T02:32:05.729Z abS0C206-4c30-4006-a34b-dIc8F429c69 INFO { type: 'skil..
» Application monitoring > 2023-10-13719:32:05.729-07:00 2023-10-14T02:32:05.7297 abSOC206-4c30-4006-a34b-dIc8F429c69 DEBUG Box event re..
» Insights > 2023-10-13T19:32:05.805-07:00 2023-10-14T02:32:05.8052 abSOC206-4c30-4006-a34b-d9c8F429c69 INFO <ref *2> Inco..
> 2023-10-13719:32:05.805-07:00 2023-10-14T02:32:05.805Z abSOC206-4c30-4006-a34b-dIc8F429fc69 INFO statusCode: 2.
Settings
Getting Started 2023-10-13T19:32:05.805-07:00 2023-10-14T02: .805Z abSC206-4c30-4006-034b-dIc8F429Fc69 INFO headers: { 'c..
What's new New > 2023-10-13T19:32:05.806-07:00 2023-10-14T02: .806Z abS@C206-4C30-4006-0a34b-dIc8F429Fc69 INFO eyIhbGeiOilSu..
> 2023-10-13T19:32:05.808-07:00 2023-10-14T02:32:05.808Z abS0c206-4c30-4006-a34b-d9c8F429c69 INFO sourceFolder..
4 2023-10-13T19:32:05.808-07:00 2023-10-14T02:32:05.808Z abS0C206-4c30-4006-a34b-dIc8F429fc69 INFO Request ID: 7.
> 2073-10-13T19-32-05 RRR-07-00 2023-10-14T07 -3 -05_RRR7_nhSA20A-4c30-4006-n34h-d9-RFA29FRA TNFO { FTan- '"S50
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3. After about 5-10 minutes, go back to Box and refresh. You should see a Docx file and your
video with new insights.

Q  Search Files and Folders ==~ e & o a @ Q

= All Files > Skill Applied Folders > Skill Applied - J Molina e @@ New +
=4 _—

TedTalk_2.docx Todayby Transcript | === [#] @ A O AJ Voisan
b Owner
w . TedTalk_2.mp4 Today by Jackie Molina 25.2 MB JEadC_l:ie Molina

itor

HH . .
s Luis Ramirez

Co-owner

Transcript Document Up...
Editor




What do I do if I change the code?
1. Delete S3 Bucket (empty it if you have to)

2. Delete CloudFormation stack

3. Redeploy through Serverless

4. Change the Box Dev Invocation link to the new AWS Link
5. On AWS Lambda re-enter all your environment variables

You should be ready to test the environment again!
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